Part 2. All-in-One

ESXi 4.1 server + virtualized ZFS NAS/SAN storage server in a box

@ sz oI T SH s
e — e

Eile Edit View Inventory Administration Plug-ins Help
@ £y Home b gF] Inventory b [Fl Inventory

ENETRTERRENN 1) |ocal SAN 0i1482.204 englaa

SE11 2.191
g ncp3 2.202 Getting Started ' Summary ' ResourceAllocation ' Performance ' Events EeGLERIERY Permissions
B 0i148 pw ge | Ol Applications Places System ¢ 4 |
73 | 11! local SAR -
) sell2.199 a i@ napp-it ZF5-5erver - Mozilla Firefox

Fle Edit Wiew History Bookmarks Tools Help
[©| napp-it ZFS-Senver \ ©

Napp-it openindiana  openindiana appliance v. 0.415g nightly Feb.17.2011 AR A ([Tt i Tt 1) =6

| help | napp-it | system | services | user | disks | pools | folder | snaps | comstar | groups | jobs | apps | extend |

| help | create | delete | snapshots |

Console: I

folder and shares :

ZF5 Properties

ZF5 (all propertes) SHARESMEB NFS AFF NBMAND WwWWwW FTP AVAIL USED QUOTA SYNC COMFR DEDUF CRYPT FOLDER-ACL [0.G.E)

data [pool) off B B 488G 13.1M none standard off off na  o=special, g=special, e=5
datanfs todo todo 488G 34K  none standard off off na. e=modi
data/ph todo todo 4.88G 2.50M none standard off off na  e=modi

A ZF5 folder
looks like a simple folder in a pool. but it is much more. It is a complete independant filesystem stored
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Part 1 available at http://www.napp-it.org/doc/downloads/napp-it.pdf
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6. napp-it All-In-One (ESXi-Server with virtualized NAS/ SAN Storage Server )

6.1 how many computers do | need and why - an overwiew

6.1.1 use case: single user/ single os/ personal use /powered on when needed

You can use a modern computer for a lot of tasks. You can use it with your office or business apps, you can layout documents and create media files, you can use it to play
games, listen music, play movies or browse the internet. For these tasks you have a desktop computer, a laptop, a netbook, a tablet, a media client or an organizer.

Each of these systems has its own operating system.

6.1.2 use case: multi user/ multiple os/ server use/ mostly always on

You can run typical server applications on your personal computer either on its base-os or virtualize some other operating systems on top of your base os with a type-2 hy-
pervisor. But mostly, they need to run 24/7 or they have special demands in terms of data or application security, available cpu or ram resources or they need direct hardware
access. So a lot of people need one or more extra ,servers,, to do the following.

Storage:

You can use a computer as a storage system or as an archive or backup-system for your business data, your media files or any other sort of data with high demands to data
security. Snapshots allows to go back to former versions of your data. The abilty to expand capacity without problems is mandatory. Indeed the storage part is the base and
most important aspect of all server tasks. In case of a crash, you can reinstall software without problems but your data is lost if you do not have a most current and working
backup.

Applications

For a working IT infrastructure, you need a lot of common server applications like web, mail, dns, dhcp, vpn, firewall, database or special applications like a render server. Very
often, you want to isolate these applications from others because of security reasons or they have to run on different operating systems. You either can use a lot of compu-
ters. Usually you virtualize all these systems. You need features like best resource usage, isolation, security and availability.

Developer use, Test installations and Education

In these use cases, you need virtualization. It should support all or nearly all available operating systems. A lot of bootable system snapshots to go back to former states are
always needed. You need a good memory and resource sharing mechanism to have these systems running at adequate performance especially if you do not have dozens of
GB Ram.

Home Use

Beside the above use cases, you may have a dina media server to distribute your media library to your tv or other audio equipment . You may have a vdr digital sat or cable

tuner and videorecorder to share live tv. You may have a torrent client running or a lokal mailserver to collect mails from different accounts. The problem with these use ca-
ses. Your prefferred dina media server is running with Windows, your preferred vdr server is linux. You can use a computer for each task or you can virtualize.



6.2 Virtualization

Some years ago you have needed a separate computer for nearly every server task due to limited hardware resources or different operating systems. But a modern compu-
ter is more powerfull than 20 systems some years ago. Systems now have Gigabytes of RAM and Terabytes of disk capacity. With build-in hardware features like Intel's vt-x
it is now possible to share basic resources like CPU and RAM between multiple running operating systems with the help of a hypervisor software. Some basic Hardware
resources of the host operation system like disk controller, disks, network adapters or videocards are emulated for guest systems.

Current systems, mostly equipped with serverclass mainboards add hardware 1/O virtualization. Intel has called it vi-d. With vt-d you can not only use a limited set of emula-

ted disk or network controllers, but you can attach real hardware like network and disk-controllers or other pci-e cards to guest systems. Most virtualized servers do not need
this. But if you want to virtualize a modern storage-os, direct access to disk controllers and disks is absolutely needed for performance, data security and error management

reasons. There are also applications that needs special hardware, not emulated by a hypervisor. In this case, you need vt-d to attach this hardware to a guest system.

6.3 Virtualization with a type-2 hypervisor (on top of your OS at appliocation level)

A type-2 hypervisor like VMware Workstation or Virtualbox is running on top of a full featured host-os like Windows, Linux, OSX, Free-BSD or Solaris. It is usefull for persons
who want to try or use another operating system not very often like a Mac-user who wants to use a Windows app from time to time. Only the host-os has full access to all
computer resources like CPU, RAM and video-adapter. Guests are always running with substantial reduced performance compared to the host system. Stability of guests
depends on stability of host and hypervisor. Due to the complexity of a full feaured host os, you have to patch and update your system very often with a needed reboot after-
wards. Hardware access for guests with the help of vt-d is currently not available for type-2 hypervisors.

6.4 Virtualization with a type-1 hypervisor (below of all systems and OS’s)

A type-1 hypervisor like VMware ESXi (the alternative is XEN) is also often called a barebone hypervisor. Its a small mini-OS, under 100 MB in size, only used to do the
virtualization task. Think of it more as an extended bios than an operating system. You can boot it from a 4 GB disk or usb stick. On top of such a hypervisor you can run your
operating systems as virtual machines. Access to real hardware is possible by a set of common used emulated hardware drivers, delivered by the hypervisor or exclusively
by a single guest via pass-through on vt-d capable hardware. Virtual Machines are stored in disk-image files either on a local harddisk or on a NAS/Sanserver via NFS or iSCSI
to access them from different machines. You can boot these virtual machines without problems on any other ESXi -server, independant from real used hardware (beside vt-d
options). Hardware resources like CPU, RAM and Disk capacity can be allocated individually between running guests. One Virtual Machines is running with nearly the same
performance than it would be without hypervisor beside the video-adapter. (videoadapter-sharing is on development). If you have more than one Guest, resources are shared
optimally. Because of low Graphic-performance, its currently not usefull for deskop use but best for servers. The only settings, you can enter or change locally on a ESXi box
are |IP adress, used network adapter for set your admin-password.

To manage a ESXi server, you need Windows. After installing ESXi, you can connect from a Windows Browser to download and install the Windows Managment Software
vsphere. With vsphere, you can create and manage virtual network switches, virtual machines, allocate resources and mount NFS or iSCSI datastores or remote control this
machine. If you start a copied virtual machine, you are asked if it was copied or moved. Thats all - no hardware dependencies- and these basic features are free.

Problem with ESXi: ESXi is Enterprise Grade Software, dedicated to run on certified or supported hardware only. Especially network and disk adapter from desktop machi-
nes are often not supported. Also vt-d, needed for storage virtualization is mostly suported or working with newer server class hardware only.

If you want to use ESXi without troubles, you must use certified or known to work hardware, do not buy and try. A cheap entry level mainboard with Intel 202/ 3420 server-
chipset, running ESXi with vt-d and without problems is available from 130 Euro/$ up. Believe me, it's worth the premium.

6.5 Virtualization within the 0S-Kernel (KVM - Kernel based virtual machines, needs real stable systems best with isolation of functions like with zones)

This is the newest; No extra system below like ESXi or at application level on top but within the Kernel. This is now in Openlindiana and base of the next ZFS all-in-one



7 How to build a ALL-In-One system (ESXi with embedded NAS/SAN Server + other virtual machines)

71 Needed hardware (more options see http://napp-it.org/hardware/index_en.html)

I will not tell you much about options, i will suggest a tested and working config, based on personal experiences: If you have a similar hardware, it may work also.
711 Mainboard, CPU, RAM, Bootdisk

Use a mainboard with Intel serverchipset 202/204, 5500, 3420 or 5520 and one or two Dual or Quad Xeon processors (only Xeons will always support vt-d)
5500 is quite old, 5520 is high end and 3420 is entry level. If you are looking at the money, choose 3420 or 202.

My preferred mainboards are out the X8/X9-series from Supermicro. The cheapest are X9SCL+ -F and X8-SIL (about 140 Euro/$). With additional 30 Euro/$ you can buy the
F-versions like the X8-SIL:F. It has 6 instead of 4 Sata ports and IPMI, a remote management board to power on/off and manage you server remotely from a web-browser.
You will never miss this feature anymore. Add a Dualcore or Quad Xeon and 8, 12 or better 16 GB RAM (look at RAM Compatibility List at supermicro homepage). Add a boot-
disk (ESXi needs about 4GB, but we will add a storage OS, so it could be a 16-32 GB SLC-USB3 Stick connected to USB2 but best is any 50 GB Sata SSD)

71.2 ZFS-Storage OS

A ZFS storage OS needs real hardware access to disk controller and attached disks for performance and failure handlich reasons. We can virtualize the OS itself but we must
allow exclusive pass-through access to a disk-controller and disks via vt-d. Because vt-d works only on pc-i device not on disk-level, you must assign a complete disk control-
ler. This could be onboard sata, if you boot from USB or you need an extra disk controller, if you boot from sata. Beside small test-instalations, it is suggested to boot from a
Sata-disk and use an extra SAS/SATA Controller based on LS| 1068 or LS| 2008 Chipsets. Let's add an 8 Port Intel SASUC8I SAS/Sata Controller (about 150 Euro/$)

about SAS Controller: Intel SASUCS8I Controller could be flashed with Raid IR-Firmware or with a non-raid IT or HBA firmware, which s needed. If your Controller is IR-flashed,
reflash it with an [T-firmware.

Add at least two sata disks to build a mirror, connect them to your LS| controller.
Look for a nice case and you are ready to install software.

What | use now:

Mainboard SuperMicro X8-SIL-F (best alternatives: other Supermicro X8..-F with 3420 oder 55xx chipset or X9..-F with 202/204 chipset)
any Xeon CPU

12 GB RAM minimum

50 GB Sata Bootdrive, connected to onboard SATA in ahci-mode

Sata DVD

8 Port Intel SASUCI8I SAS/Sata controller with [T-firmware (due to better support for expanders and disks > 2TB use LS| 9211-8i SAS2 Controller on a new config)
Sata Disks, could be high speed SSD's or high-capacity and low performance 2 TB drives, TLER-Drives like WD Raid-Edition or 4k disks are not suggested

Boot ISO ESXi 4.1 or ESXi 5 (free download from vmware.com), burn it
Openlndiana Live Boot ISO (free download from openindiana.org), no need to burn



7.2 Set needed Bios settings BIOS SETUP UTILITY
fdvanced

Power-On your system and press "del"_Key to run setup Advanced - SATA/Floppy Configuration Select the type of
floppy drive
Suggested bios-settings with Bios > 1.0c 23222?94 to the
Configure SAIA as [AHCI] ==============
- disable Watchdog functionality IDE Detect Time Out (Sec) [351 = UARNING!11 =
- disable: ,Active State Power Management” (!!! needed, or net-transfererrors) E:;T:;z:z:m -
. nable Legacy ui
- activate vt-d cause CPU can’t enter
- set Sata to AHCI 6 state
- set boot-order to dvd first, second to your 50 GB SSD, connected to AHCI-SATA
tles:Move
73 Install free ESXi 4.1 (or free ESXi 5 with max 32 GB RAM per server) E?f?l‘ugﬂgﬁt
F10:Save
Boot from your ESXi 4.1 boot-cd and Install ESXi onto your 50 GB SSD. This should be ESC:Exit
quite easy. You do not need any special ESXi knowledge. During Installation you need Eéfgg‘ﬁ‘:g;fgelljgfaults
to enter desired network settings, your language and a root password. There are no F9:Dptinized Defaults

other setting-options, you need to know locally at your ESXi-box. If you want to have ESXi
and Openlndiana on a Raid-1, use a 2 x 2,5” Hardware-Raid (ex Raidsonic SR2760-2S-52B)

v02.67 (C)Copyright 1985-2009, fAmerican Megatrends, Inc.

Bios setting: AHCI

BIDS SETUP UTILITY
Advanced

and after a few minutes - here we are |

fidvanced - Chipset Control ENABLE: Allow
remapping of
UMware ES5Xi 4.1.0 (UMKernel Release Build Z260247) IMC Type : =Field Family IMC over lapped PCI memory
Hemory Reference Code Rev : 1.30 above the total
Supermicro X8SIL Memory Frequency : 1333 MHz physical nemory.
Intel(R) Xeon(R) CPU L3426 @ 1.87GH=z DISABLE: Do not allow
12 GE Memory remapping of menory.
Intel UT-d [Enabled]
fictive State Power Management [Disabled]
Download tools to manage this host from: Route Port 86h cycles to [PCT1
http:--localhosts
http:,-192.168.2.230~ (STATIC) USB Functions [Enabled] Tles:Move
Legacy USB Support [Autol Enter:Select
+/-/:Value
F10:Save
ESC:Exit
Fl:General Help
F8:Fail-Safe Defaults
FI:Optinized Defaults
<F2> Customize System <F12> Shut Dowun-Restart
v02.67 (C)Copyright 1985-2009, American Megatrends, Inc.
Your local ESXi Screen. Shutdown, set keyboard, network or a root password. Bios setting: vt-d and Active State Power Management

No more Options are needed locally.



74 Install Windows Management Software vsphere

From your Windows PC, start your Browser with adress http://esxi-serverip

You will get a page about security, due to private certificates.
Klick on Load page, Continue

Now you are on the ESXi welcome-screen
Klick on the red 1. ,Download vSphere Client” to download and setup
ESXi management software.

After setup, start vsphere with your ESXi ip adress, root as user and the root password
you entered during ESXi installation.

That's it !

You have a ready tu use ESXi box:
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localhost Speedport_W_502V_Typ_A VMware ESXi, 4.1.0, 260247
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Advanced Settings
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Licensed Features 3.

Time Configuration
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Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location

ESX Server License Type

Performance [EeGlilElil i Local Users & Groups | Events

Product: vSphere 4 Hypervisor Licensed for 1 physical CPUs (1-6 cores per CPLU)

License Key: S
Expires: Mever

Product Features:
Bis zu 256 GB Arbeitsspeicher
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Permissions
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VMware ESXi 4
Welcome

Getting Started

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the
installer, start the dient and log in to this host.

For Administrators

w

vSphere Remote Command Line

The Remote Command Line allows you to
use command line tools to manage
vSphere from a dlient machine, These
tools can be used in shell scripts to
automate day-te-day operations.

+ Download the Virtual Appliance

« Download the Windows Installer (exe)

1 - pownload vsphere client

To streamline your IT operations with vSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new
system deployment time from weeks to seconds, monitor your + Download the Linux Installer (t3r.g2)
virtual computing environment around the clock, avoid service 4
disruptions due to planned hardware maintenance or unexpected ~ Web-Based Datastore Browser
failure, centralize access control, and automate system
administration tasks.

Use your web browser to find and

download files (for example, virtual

machine and virtual disk files).

+ Download VMware vCenter « Browse datastores in this host's
inventory

If you need more help, please refer to our documentation library

For Developers
= vSphere 4 Documentation

vSphere Web Services SDK
Learn about our latest SDKs, Toolkits, and
APIs for managing VMware ESX, ESXi, and

\flware s enter

et smmmnle code

ESXi welcome screen

7.5 Enter free licence Key

Follow the red 1..2..3 (Right Klick ESXi-Konfiguration -
Licensed Features) and enter the free license Key, you
got from Vmware. (login at VMware and look at the
download-page)

If you do not enter a licence key, you can try all the
nice and expensive VMware features for two months.

If you enter the licence key, all free functions are
availible without time-limit. Most important commercial
functions are high availability, move of running VM's and
use of the storage API for backups. You could also mana-
ge multiple ESXi server from one application.

With the free version, you must open a vsphere session
for each server, you cannot use most backup-tools and
you can only up/ download files with the (ultra slow)
ESXi filebrowser. But that does not matter. We will add

a sophisticated SAN-Storage Server with more advanced
features.



7.6 Upload Openlindiana 151a live Boot Iso to local datastore lacalhost Speedport_W_502V_Typ_A VMware ESXi, 4.1.0, 260247

Getting Started | Summary  Virtual Machines ' Resource Allocation ' Performance eCLGEMEllhN Local Users & Groups | Events ' Permissions

Follow the red 1. 2. 4.(Right Klick ESXi-Konfiguration-Storage ) from the Screenshot on last Hardware View: [Datastores Devices| -
page. Right-Klick on , local Datastore,, (your 50 GB SSD) and select ,browse Datastore,, to Hiealth status Datastores Refresh Delete AddStorage.. Rescan Al
. . Processors Identification + | Device Capadil Free | Type Last Update
launch the embedded file-browser to up- or download files and folders. Herery G ot ! memk{t___' 24;5;;| ﬁlmsl st ! e
i X . ' Ii:’tr.:frehng @ Datastore Browser - [datastorel] = B P J =
Use the filebrowser to create a folder named iso and upload the Openlndiana ISO (or other Storage Adapters o Gl @ 8B X ‘ )
boot ISO-files) to the newly creted iso-folder. We need them to install new operating Network Adapters raders | s | —
Advanced Setti olaers
systems as guests. S =T Al Name Sz e
r:| iso iz Folder 4
: . : . Software e 9
It would be now possible to create a new virtual server, installed from this iso. eoreed Femres i
But we want to use pass-through, so we need a few more steps. Time Configuration
DNS and Routing i
L e o 4 ] 3
<|
x
ESXi File-Browser
7.6 Enable pass_through for your LSI 1068 or 2008 SAS contro"el' [ 192.168.2.230) 7 localhost.Speedport_W_502V_Typ_A VMware ESXi, 4.1.0, 260247 | Evaluation (52 days remaining)
Getting Started  Summary ' Virtual Machines ResourceAllocation  Performance [ReLLGENElElY Local Users & Groups | Events | Permissions
Hardware | vMDirectpath Configuration =
Follow the red 1..2..3..4 (Right Klick ESXi-Advanced Settings-Edit and check LSI 1068/2008 R (& I——— st
Controller). Klick on OK to save the settings. vemory Mark devices for passthrough: deveaiz [
Storage =-[JI& 00:05.0 | Intel Corporation Care Processor PCI Express Root Port 3 -
. . . . ::r\:':::a rere 54 -DmE:loci.-;lo\D}atl;ilotggl:t:o??:‘::eﬁig;?;roizihipserPClExnrm Root Par| | st |
From now on, ESXi will not touch this Controller in any way. . t‘gk_dpm I 04:00.0 | Intel Corporation B2574L Gigabit Network Connection [ymnicd] .
. . . tworic Adapters 2 o ["1IE 00:1c.5 | Intel Corporation "5' Series/3400 Series Chipset PCI Express Root Par ™
You can pass-through it as a pci-Adapter directly to a guest OS. et & >
The guest OS will see it and can use it with its own driver. e T8 i dewce s possbrough copabl bt ot i n passivough mode
Device Name 5 Series/3400 Series, Vendor Name Intel Corporation
_ _ e e - e m
Currently ESXi use this controller already, so we need a reboot now. NS and Reuting Dedeem 383 SibdericeD 05 i
. . . PRI = Vendar ID 8086 Subvendor ID 15D9
Right Klick on ESXi (the red 1.) and select reboot. s 0 et 2% —
Recent Tasks. Bus 0 Clear %
Name Target | Status | Detail{ T
oK Cancel Help
0 ] I

enable Pass-through

7.7 create an Openindiana virtual Machine, store it on local disk/datastore I——_—=———————h—hh—SS———s—saaseeeemmeeemm—————
Now its time to create our first and most important virtual virtual machine, our e o locsion for ths vt machine Virtual Machine Version: 7
storage-server. Right Klick on the ESXi Server (red 1.) and select ,New virtual machine,,.

with typical settings. Name it like Ol SAN.local (If i have more han one disk,

Configuration Name:
i always add the disk where the machine was stored, in this case i use local datastor. e o2,
Select OS-type Solaris 64 bit and increase bootdisk size to at least 12 GB. GustopesingSytan AR RERE (Ll sy conion it 80 hracis ey st une i

WM folders are not viewable when connected directly to a host. To view VM folders and spedify a location

Ready to C let
Fady T bemplEts for this VM, connect to the vCenter Server. i

Klick on finish and you have created your first virtual machine with default _ _
settings. Next we will modify these defaults to fit our needs. create a new virtual Machine



7.8 VMware Settings / Storage server

We will now modify some defaults of this Virtual Machine.
Right Klick on this Machine (the red 1.) and select , Edit settings,,

With 2. you can mount a ISO file as a botable CD. Browse to uploaded
Openindiana-Iso (/local datatastore/iso) and select the Openlindiana Iso.
Enable CD on boot time with 3. (boot from it)

With red 4. we will attach 6 GB RAM to our storage server*

With red 5. attach max 2 CPU cores* on ESXi 4,1

With add.. pci device, we can add our pass-through storage adapter LS| 1068 (6.)
With add.. Networkadapter add a vmxnet3 adapter (Solaris Express and Openlindiana)

Thats it.
Our virtual machin is ready to install.
Right Klick on the virtual machine (red 1) and select Power - Power ON

Klick on the virtual machine (red 1.) and select property Console.
You will get a boot screen and you can Install Openindana as usual.

(RAM depends on use case, do not use more than 2 vCPU or you may have boot problems

This problems seems to be solved with ESXi 5)

7.9 Start installation on Openlindiana

Right Klick on 1.. (Ol SAN.local) and select Power - Power ON
Your virtual machine is booting the Openlindiana Installer, start it with default options,
select your keyboard and language.

Openlndiana Live (booted from DVD-ISO) is up and running.
Klick on install to install OpenlIndiana to the 12 GB virtual HD on
local datastore from 7.7

Select your Time-Zone and Language, enter a default user ex
user: admin

full name: admin

with a pw and your desired hostname

wait a few minutes until installation is finished, reboot now
I If Openlindiana is not rebooting correctly, reset the virtual machine
(Right - Klick on Ol SAN.local and select Power - reset)

-
= B =l =
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710 Install vmware tools

You should install vimmware-tools on every guest-os to allow ESXi to shutdown the
machine or to have better net, video or mouse support.

Howto Install vmware-tools on Openindiana

Disconnect Openlndiana Boot-CD (VM-CD-Settings, uncheck connected)

Right-klick on the Virtual machine Icon and select Guest-Install/upgrade vmware tools
The tools cd is now mounted as /cdrom/vmwaretools

open a terminal, enter su to get root permissions and start nautilus (filebrowser)
open compressed tools cd and copy included folder (vmware-tools-distrib) to /tmp
open a new terminal and su to get root permissions and enter

perl /tmp/vmware-tools-distrib/vmware-install.pl (With Ol 151 dey, installation is only
working with english language setting in Ol), accept defaults.

That's all, you can now add a VMXnet3 highspeed network driver to OpenlIndiana

(On Nexenta tools are installed via apt-get install vmware-tools. vmxnet3 driver is
currently missing on Nexenta. On some configs vmxnet3 is reported to be unstable.
Use 1000 in this case. With internal ESXi connects it also delivers more than 1 Gb/s)

8. Configure your Openindiana NAS/ SAN
8.1 After booting, enter your name ex. admin and password

Open aTerminal (red 1)

Enter su to get root permissions (red 2.)
you have to enter your users pw (ex admin pw)
and set a new and from admin different root pw

You may change the root-pw to any pw at any time (red 3.)

8.2 set ESXi-IP and Storage IP to a manual IP-Adress (Ol-menu System)

usually you have to manuall enter a dns-server
open a terminal and su
start nautilus
edit /etc/resolv.conf
add a nameserver, enter (8.8.8.8 is a free Google DNS):
nameserver 8.8.8.8

see last page FAQ
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admin@OI-1:~% su

assword:

dmin@OI-1:~# perl /tmp/vmwareJtools-distrib/vmware-install.plU]

o | = e mumeroomam

L L L L
bin doc etc installer lib

INSTALL ~ vmware-install.
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admn@openindiana:~$ su 2,

Password:

su: Password for user 'root' has expired
New Password:

Re-enter new Password:

su: password successfully changed for root

admin@openindiana: # passwd root
New Password:

Re-enter new Password:

passwd: password successfully changed for root 3=
adnin@openindianai—# wget -0 - www.napp-it.org/nappit | perl &




vlan settings

If you only have one physical NIC and a private and secure network, RRIEREE] 17t muenie wiwae£50.1.10, 20347
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ESXi virtual switch in ESXi-Network-properties E oo | R Netzwerk s Nebmerina ... Soerscten..
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8.4 Configure Openindiana and install napp-it e op e :

setup: 77505 [ logout admin ) [edit]

napp-it openindiana openindiana appliance v. 0.415g nightly Feb.17.2011

Enter (care about spaces, Internet required): (red 4.)
wget -O - www.napp-it.org/nappit | perl

| help | napp-it | system | services | user | disks | pools | folder | snaps | comstar | groups | jobs | apps | extend |

| help | create | delete | snapshots |

folder and shares :

When Installation is finshed, write down IP of your server,
opt. run the AFP (Apple File Services) or AMP (Apache, mySQL, PHP-installer) e

. 2FS (all properties) SHARESMB NFS AFP  NBMAND WWW FTP AVAIL USED QUOTA SYNC  COMPR DEDUP CRYPT FOLDER-ACL (0,G,E) SMB-SHARE-every PERM RDONLY
Wget 'O - WWW. napp_ltorg/afp | perl data (pool) B s off B - 488G 108Mnone standard off  off  na.  o=special, g=spocial, e=spocial - 755 off
Wget _O ~ WWW. napp_ltorg/a m p | pel’| datainfs. ?lf: czn‘ unavail off todo todo 488G 34K none standard off  off  na  e=modi full_set 77 off

A ZIFS felder
looks like a simple folder in a pool. but it im much more. Tt is a complete independant filesystem stored
in a storage-pool and each can have individual zfs-properties. It is more like a partition on a conventional filesystem.

A 2FS volume is a dataset that represents a block device and can be used like any disk or other block device.

Af—ter F”"S't_nme |nsta||, you must reenter root_pw to create a Smb_password too $P4) volunas ace Sdentified aa davices in the fdev/zvel/{dak,cdsk}/path dicectory-
Enter: passwd root, then reboot

If you want to set basic share or folder-ACL, do it with the above folder or share settinga.

1f you wan t to set special share, file or folder-ACL's, do it from Windows. This is the easiest way. If you have problems setting ACL's
or with cifs/smb-access, set unix folder permissions to 777 or klick on fold and reset i to my 1ts
name the folder nfs, keep defaults like share smb (see 1.) 61 7 o e s () @ Qe (T ey e S S S (i o5 ) ) @ s A ok (il pemers semin.

care about: Deduplication needs about 2,5 GB additicnal RAM per TB data. Encryption needs a fast CPU, best with hardware encryption support.

in menu folder share it also via nfs (see 2.)

You are now able to login via smb as root and via NFS (try from Windows) NAS management via napp-it

8.5 Setup your NAS with napp-it
Launch napp-it via webbrowser at http://serverip:81
Il problem currently napp-it uses mini-httpd, one of the smallers webservers.
Sometimes, mini-http crashes under load. You have to restart it then as root:
/etc/init.d/napp-it start
8.6 Create a pool
Menu pool - create
We wanto to use this pool to store VM, s, so create a mirrored-vdev
(opt. add more mirrors, add a hotspare)
8.7 Create a folder
Menu folder create.
Share it via NFS and SMB.

needed permissions 777 and acl modify for everyone with inherit =on
or share NFS with the root option for ESXi like root=@192.168.1.0/24 pool/zfs



9. Setup ESXi to use SAN-Storage

The storage-features of free-ESXi are absolutely minimalistic and slow. Thats the reason
we want to store all other VM's beside the storage-os itself on a NFS-SAN

In 8.2.2 we have shared a ZFS folder via NFS. We can now mount it as a NFS datastore.

9.1 mount NFS SAN datastore

Klick on the ESXi icon (red 1.), then select Storage (red 2) and Add Storage (red 3.)
Select Network Files System (NFS) and enter

host: your host ip

folder: ex /data/nfs

name : ex nfs

Thats it, you can now create new virtual machines on this datastore with name nfs

Attention: NFS-share permissions must be set to 777 (via napp-it, menu folder)
If you get a mount-error, restart NFS service

9.2 Set autostart (Storage must always start at first order)

Follow the 1..2..3 and set your Storage OS to autostart before others with a delay.
Set an additional shutdown-delay for you storage OS

9.3 Shutdown

SAN-Server must be the last VM to shutdown.
Do it manually or set a long enough shutdown delay.
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10 Backup, Updates and Failover after a crash, How to handle problems

You must always be prepared to handle updates and crash scenarios. While you can hot-move VM's if you pay for the needed ESXi license (not included in the free version)
this is not as easy with a SAN-Server. There are some HA solutions available, but they are complicated, have often performance problems and they are mostly expensive.

First | need to say, you always need an external backup (in another physical place) in case of a desaster like a fire.
For regular updates or a ,usual’ system-crash of ESXi, your SAN-Server or any VM, you can handle it like this:

If you can tolerate a 20 min timeframe for a complete restart of your system with say 10 VM's in case of any crash or a planned update, you can do in in a very simple way
with the free ESXi. All what you need is a second All-In-One with enough free disk-slots to hot-plugin your ZFS pool and enough RAM and CPU resources to handle the extra
load. (Or you may have your disks in an external enclosure with an expander. In this case, you just need to plug your SAS-Cable to the next machine).

Suggested use case:

- Use All-In-One configs always in pairs to have a second failover machine, use identical vlan/ virtual switch settings on your ESXi machines

- Keep enough free disk slots in the second machine to have the option to move the pool or use external disc enclosures connected with external SAS2

- Keep the second All-In-One nearly in sync with the first machine via ZFS replication (not a really backup but a mechanism for best availability), do snaps.

- Do additional backups to a third backup machine (other location) or external/ removable disks.

10.1 What to do in case of problems or planned system updates with increasing severity

10.1.1 You have deleted a file or folder or want to go back to a former state

- stop the VM

- connect the NFS share via SMB

- right-klick to a affected folder and select previous version: restore the needed file or folder (or use Nautilus file browser with time-slider)

- If you need to go back to a hot-running state of a VM, you must have done additional ESXi snaps. You can then revert within ESXi to this state

-> you must have done snaps (ZFS only or ESXi snaps with a ZFS snap afterwards)

10.1.2 you have a disk failure, but pool remains intakt

- replace a failed disk as soon as possible, use hot-spare disks on mirrors aor raid-z3, use higher raid-z levels
- do a regular scrub (online filecheck function to find and repair hidden data failures, run it weekly with desktop disks, monthly with enterprise disks)

If you have a hot-plug capable controller (ex: Sata ahci or SAS controller), you can remove a failed disk and replace it on a running machine. If you have set
autoreplace to on, the new disk will be used for resilvering immediatly. Otherwise you have to go to menu disk-replace and replace by selecting only the source disk.

If your new disk is in a new slot, goto menu disk replace, select the two and replace them. If your system is not hot-pluggable, you must shut-down and replace the disk.
In this case it is sometimes needed to insert the new disk in another slot (not the port with the formerly damaged disk)

-> use always redundant vdev-layouts where one or more disks can fail



10.1.3 Your first machine is offline from whatever reason (sudden hardware failure or planned system-updates, ZFS datapool remains intact)

- Move your ZFS datapool with original VM's to your second All-In-One
- Import the datapool
- share it via NFS
- Import the share in ESXi, open the datastore via ESXi filebrowser (ESXi menu storage, right click to datastore, select search)
- Open folder with a VM and right click on the .vmx, select add to inventory
- Start you VM's. You are asked if you have copied or moved the machine; select move
If you have the same virtual switch/ network setting (vlans), you do not need to do anything more.

Alle of your VM's are rerunning on the second machine with original data after about 30 min, if you use external disk-enclosures within 15 min.

10.1.4 Your first All-In-One is lost (fire, stolen etc), your paired All-In-One is available

- stop replication funktion for your backup ZFS folder

- set read-only to off

- share the folder via NFS and import it in ESXi

.. same like 10.1.3 with the difference, that you do not use real time data but have a time delay depending on your replication settings (example 15min or daily)

Alle of your VM's are rerunning on the second machine with replicated data and a small timelag after about 15 min

10.1.5 Your first All-In-One is lost (fire, stolen etc), your paired All-In-One is also lost or replicated data is damaged/ too old and there is no working snap

- you must restore your pools from a backup

- copy your VM folders back to a All-In-One share

- check if permissions are set to full or modify for everyone

- NFS-share the folder

.. same like 10.1.3 with the difference, that you do not use real time data but have a time delay depending on your restore time

Alle of your VM's are rerunning on a new machine with backup data and a timelag from at least several hours if your backups are on tapes



FAQ
How do i access my snapshots for clone/copy/move or backup?

Your VM's are just files, stored on a NFS SAN-share.
Share this folder also via SMB and you have easy access to all files and snaps via Windows previous version

How do i create hot-snaps (include RAM-state)
Create a snap within ESXi

keep attention. ESXi snaps are slow. With each snap, it becomes slower

best is: do a ZFSsnap afterwards and delete ESXi snap

In case of problems, stop VM, restore ZFS, restart VM end restore ESXi hot-snap

If you do not have databases, its often ok to do ZFS cold-snaps (unlimited, without delay)
From OS-vew its similar to a sudden shut-down.

Is it save, to have a lot of VM's on a NFS share and a lot of users on the same pool with SMB

Solaris is very stable, so it could work
You can also setup a second NAS with its own SAS Controller and pool to have them completely independant.

| use VLANS and a 10 GBe IP-SAN-Network, how can i include such a All-In-One
Most of the traditional SAN-things are obsolet with all in One (Most SAN is Computer intern)
Cteate a tagged 10 GBe Vlan Port at your Switch. Connect your All-in-One with 10 GBe to this switch.
Manage vlans with ESXi integrated virtual switch features. If you need more than one vilan on a guest
without vlan supports, add more nics to this guest and connect each untagged to the needed vlan.

Remote Control of Openlindiana via vsphere is slow, Are there any other options

Use TIGHTVNC (Windows, install client only), Activate Desktop-sharing in Openlindiana in
System-Preferences-Desktop Sharing. (english keyboard mapping is used always)

How can i access snapshots/ data from any user within Openlindiana

Use Nautilus Filebrowser with TimeSlider. Open a terminal, enter su to get root permissions and enter nautilus
With Nautilus TimeSlider, you can select a folder and go back in time until a desired folder/ file appears from a snapshot

How can | move VM's + pools in case of a crash or needed ESXi or Openlindiana updates

If you need a good availability, you should have a second All-In-One with the same network settings and enough free Disk-slots

to plug-in the complete pool from your first All-In-One. A move of all VM's is then done in a few minutes. Plug-In the pool, import it,
share it as NFS, import this share in ESXi, add the VM's to inventory and you can boot the moved VM's without problems or special
other settings and you have always the newest data (no backup-delay, but do backups anyway !!)



12 reported problems and workarounds

Boot problems with Solaris Express and Openindiana with more than 2 vCPU's in ESXi (Nexenta seems not affected, seems solved with ESXi 5)
use 2 vCPU only
use at least 1.5 GB assigned RAM

When i try to import the NFS share, | got the following error:

Call "HostDatastoreSystem.CreateNasDatastore” for object “ha-datastoresystem” on ESX “{ESX server}” failed:

possible reason see
http://blog.jeffcosta.com/2011/01/10/hostdatastoresystem-createnasdatastore-for-object-ha-datastoresystem-errorwhen-setting-up-vmware-nfs-data-store/

but most errors when you try to import a NFS share are permission problems, check:

you are using NFS3, so you must look at the unix permissions, set it to 777
(with all-in one, you may check folder via SMB and set modify permission for everybody recursivly to the share)

| installed VMware tools on Nexenta via apt-get install vmware-tools but the high-speed network-driver VMXnet3 is missing

Not part of the current tools with Nexenta (included in vmware-tools on Openlindiana and Solaris Express)

Im low on RAM, can i heavily overcommit RAM on ESXi with a virtualized storage machine?
A ZFS SAN server will use its assigned RAM on heavy loads. If you also have other machines with heavy RAM-usages, you should not
overcommit RAM extensively. But thats a general suggestion and not a specific problem a virtiualized SAN-Server.
Openlindiana 151 dev release and vmware-tools
only working with english language settings, solved with Openlindiana 151a
error messages about uninitialized variables in perl files (not in napp-it)
napp-it use strict option of perl to get these warnings, you can ignore them

Solaris 11: problem - could not install vmware tools
currently no fix



